IPSeen : Assigning organizational labels to IP
addresses to enhance security analysis
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Current IP characterization

* Objective : characterizing attack’s infrastructures
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Characterization of the technical
infrastructure : type of devices, open ports




Using Wikidata to obtain organizational labels

Orange (qi431486y Iltem

‘I I ‘ I I French multinational telecommunications corporation

WIKIDATA Orange SA | France Télécom
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How to Find information in Wikidata starting from an
IP address ?

RDAP - - Entity name, country,
@lP result TArsiation domain names Pages Qid

@ —> RDAP — : Wikidata
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Aggregation, data
filtering, text analysis
ASN, domain names,




Example

* ./ipseen 195.101.52.78 » ./ipseen 193.48.64.13

label : Orange
industryLabel : ['internet industry', 'television', 'telecommunications'] 193.48.64.13 is in wiki
typelLabel : ['mobile network operator', 'telephone company', 'public compa label : Renater

ny', 'brand', 'Internet service provider', 'enterprise', 'business'] typeLabel : ['network service provider', 'national
employees : ['132002', '155202', '156000', '165000'] research and education network']
subscribers : ['Z01708008"
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